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The Cloud 

Budapest Convention on Cybercrime, 2001  

 Often the Internet is referred to as the Cloud.  Technically this is a 

misuse of terms. Internet providers are “entities providing users the 
ability to communicate through a computer system that processes 
or stores computer data on behalf of such communication or users.” 
Therefore, there are three “actions” related to the definition of Internet 
provider: communication, data processing and data storage 

National Institute of Standards and Technology 

“Cloud computing is a model for enabling convenient, on-demand 
network access to a shared pool of configurable computing resources 
(e.g., networks, servers, storage, applications, and services) that can 
be rapidly provisioned and released with minimal management effort 
or service provider interaction.” 

 

 



Resource pooling: The provider's computing resources are pooled to 
serve multiple consumers using a multi-tenant model, with different 
physical and virtual resources dynamically assigned and reassigned 
according to consumer demand 

Broad network access: Capabilities 
are available over the network and 
accessed through standard 
mechanisms (e.g., laptops, mobile 
devices, etc.) 

Rapid elasticity: Capabilities can be 
rapidly and elastically provisioned, in 
some cases automatically, to quickly 
scale out and rapidly released to 
quickly scale in  

On-demand self-service: A consumer 
can unilaterally provision computing 
capabilities, such as server time and 
network storage, as needed 
automatically without requiring human 
interaction with each service's provider 

Measured Service: Cloud systems 
automatically control and optimize 
resource use by leveraging a metering 
capability at some level of abstraction 
appropriate to the type of service (e.g., 
storage, processing, bandwidth, and 
active user accounts) 



Through the internet, many services can be accessed, 
including Software, Platform, or Infrastructure 



Software as a Service (SaaS) 

Software as a Service is the most common form of Cloud 
Computing. It is the capability to use the provider’s 
applications running on a cloud infrastructure. The 
applications are accessible from various client devices 
through a thin client interface such as a web browser 
(e.g., web-based email).  



Platform as a Service is the capability to deploy onto the 
cloud infrastructure consumer-created or acquired 
applications created using programming languages and 
tools supported by the provider.  

Platform as a Service (PaaS) 



Infrastructure as a Service (IaaS) 

Infrastructure as a Service is to provision processing, storage, 
networks, and other fundamental computing resources where 
the consumer is able to deploy and run arbitrary software, 
which can include operating systems and applications. With 
virtualization techniques it is packaged into small units that are 
delivered like water or electricity   



There are several different ways of deploying the 
Cloud. Each different way has its own group of 
standard users and service levels. 

Different Types of Clouds 



•Public cloud: The cloud infrastructure is made available to the general public or a 
large industry group and is owned by an organization selling cloud services. 
Applications like Gmail are part of the public cloud. 
 

•Community cloud: The cloud infrastructure is shared by several organizations 
and supports a specific community that has shared concerns (e.g., mission, security 
requirements, policy, and compliance considerations). A municipality may make use 
of community clouds. 
 

•Private cloud: The cloud infrastructure is operated solely for an organization. It 
may be managed by the organization or a third party and may exist on premise or 
off premise. Most Used. 
 

•Hybrid cloud: The cloud infrastructure is a composition of two or more clouds 
(private, community, or public) that remain unique entities but are bound together 
by standardized or proprietary technology that enables data and application 
portability (e.g., cloud bursting for load-balancing between clouds). Think Google 
and Amazon.  

Levels of Deployment 



Type of Service in Use 



Motivations 



Concerns  



Benefit 
Reduced Costs 
 
 No owning of hardware/software, so no huge upfront 

costs. 
 Lower energy costs. 
 Reduced IT personnel costs, as they don’t have to 

implement or maintain a Record Keeping or Preservation 
System.  

 Even in a private cloud, shared-tenant system allows 
pooling of resources to get more for less-better 
hardware/software and network. 

 You can get whatever you need, and only pay for what 
you use. 

 You can track and measure use. 
 

 



Risk 
Cost Issues 
 If you calculate transfer, implementation and subscription, costs are not 

insignificant. One can get unexpected license fees. 

 Variability of costs-no set monthly fee. 

 There is a significant per-request charge, to motivate access in large 
chunks. 

 In Amazon, for example, although you are allowed to access 5% of your 
data each month with no per-byte charge, the details are complex and 
hard to model, and the cost of going above your allowance is high. 

For long-term storage: a) it can be rented, as for example with Amazon's 
S3 which charges an amount per GB per month; b) It can be monetized, as 
with Google's Gmail, which sells ads against your accesses to your e-mail; c) it 
can be endowed, as with Princeton's DataSpace, which requires data to be 
deposited together with a capital sum thought to be enough to fund its 
storage "for ever". 

 

 

 

 



Benefit 

Reliability 

 

 Always there on demand, big or small. 

 

 Available from anywhere, using a browser. 

 

 

 

 



Risk 
Provider Reliability Issues 
 Public providers can go bankrupt, disappear or be sold. Your records 

might be gone. 

 Public and private providers can lose records, and sometimes can’t get 
them back or backups fail. 

Last "Wednesday's demise of Code Spaces is a cautionary tale, not just for 
services in the business of storing sensitive data, but also for end users 
who entrust their most valuable assets to such services. Within the span of 
12 hours, the service experienced the permanent destruction of most 
Apache Subversion repositories 
http://en.wikipedia.org/wiki/Subversion_(software) and Elastic Block Store 
volumes http://aws.amazon.com/ebs/ and all of the service's virtual 
machines. With no way to restore the data, Code Spaces officials said they 
were winding down the operation and helping customers migrate any 
remaining data to other services.“ 
http://arstechnica.com/security/2014/06/aws-console-breach-leads-to-
demise-of-service-with-proven-backup-plan/ 
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Benefit 

Security 

 

 Security can be more robust than any one 
organization or unit could afford otherwise-both 
physical and virtual. 

 

 Data sharding and data obfuscation requires a critical 
mass of data and complex technologies 

 

 Centralized control on data easier to secure. 

 

 

 



Risk 

Security Issues 
 
 Unauthorized access, sub contractors, hackers. It is not a matter of if but when 

a breach will occur. Are you told when it does? 
 

 Documents can be stored anywhere and can be moved at any time-without you 
knowing. 
 

 Encryption might not be done-in transit or in cloud. A security firm found 
recently that nearly 16% of the Amazon directories in which business customers 
store data could be perused by anyone online, revealing thousands of files 
containing sales records, passwords and personal data.  It is a relatively new 
technology accessible to non-technical users. 
 

 Shared servers could intermingle information. 
 

 Law enforcement may seize servers for 1 person’s actions. If 50 persons used it, 
it may take them days to get access to their records. 
 

 
 

 
 



Benefit 

Collaboration 

 

 Allows for easy collaboration as all files are in 
consistent format, viewed in web browser. 

 

 Can access and distribute information across distant 
geographic areas. 

 

 Think Google Docs, Dropbox. 

 

 

 

 



Risk 

Control 

 
 You have no real control over records online. 

 

 No control over who shares your servers with you or to whom services are 
delegated. 

 

 Terms of service or privacy policy may change. 

 

 Backup may be done without you knowing and may not be disposed of as 
needed 

 

 Records might be deleted without you knowing or may not be deleted 

according to the retention schedule.  



A Question of Trust 

• In fact we know very little about what happens on the Internet. 
The standard of trustworthiness for it is that of the ordinary 
marketplace, caveat emptor, or buyer beware 

 

• Trust is defined in legal theory as a relationship of voluntary 
vulnerability, dependence and reliance, based on risk 
assessment 

 

• In business theory, trust involves confidence of one party in 
another, based on alignment of value systems with respect 
to specific benefits 

 

 

 

 



Trust in the Internet 

• In everyday life, trust involves acting without the knowledge 
needed to act. It consists of substituting the information 
that one does not have with other information 

 

• Trust is also a matter of perception and it is often rooted in 
old mechanisms which may lead us to trust untrustworthy 
entities 

 

• The nature of trust relationships on the Internet is fraught with 
risks, weaknesses, and fault-lines inherent in the management 
of records and their storage in rapidly changing technologies 
where authorship, ownership, and jurisdiction may be 
questioned.  

 



Questions We Should Be Asking 

• How can confidentiality of records and data privacy be protected? 

• How can forensic readiness of an organization be maintained, 
compliance ensured, and e-discovery requests fully met? 

• How can an organization’s records accuracy, reliability, and 
authenticity be guaranteed and verifiable? 

• How can an organization’s records and information security be 
enforced? 

• How can an organization maintain governance upon the records 
entrusted to the Internet?  

• How can the preservation of records of permanent value be 
ensured?   

We checked Terms of Service and Service Level Agreements 



The Classic Response 
• Choosing the Internet is a Risk Assessment decision where 

 Risk = probability x impact.  It is a question of comparison. If one 
cannot have everything, what does one give up? 

 

• The first choice offered us is between Transparency and 
Security: the Internet offers “trust through technology.” Security 
involves location independence: a core aspect of Internet services 
delivery models. 

 

• The second choice offered us is between Control and Economy: 
the Internet offers “trust through control on expenditures.” 

 

• But there is a necessary tension between laws that protect records 
in a traditional way and the abdication of custody and process 
without responsibility. Archives should be aware of this tension. 

 



Cloud Service Providers 

Destruction 
   General Guarantee 

   Specific Method 

   Contract Termination 

 

Availability 
    Service Continuity 

    Outages 

    Disaster Recovery Plan 

Reliability 
    General Security 

Provisions 

    Physical Security Specs 

    Technological Security 

Specs 

    Tiered Security Provisions 

Control 
    Territory of Storage 

    Copyright/Ownership 

    General Privacy 

    Privacy Policy 

    Privacy Legislation 





Motivation for Archival Institutions,  
Units  or Programs 

Preservation institutions are regarded as the trusted custodians of our 
documentary memory.  Yet, they are beginning to entrust their holdings to 
Internet Providers because: 

• Many of the materials they are mandated to preserve already exist 
online 

• Access is possible from any location to anyone who can use a browser 

• A trusted digital repository satisfying ISO standards as well as basic 
preservation requirements is not affordable and is often inadequate to 
the challenge 

• The knowledge to deal with the digital products of complex 
technologies is not commonly available among information professionals 
and is very expensive 

• Strong protection measures are often confused with preservation 
measures 

• but mostly because archives are confronted with… 



A Creators’ Generational Change 

Generation Y or Millennials -- Post-1981 

• integration of private and public  

• produsing, co-authoring, crowdsourcing  

• co-owning, sharing  

• distributed workforce vs. BYOD using multiple clouds  

• media convergence  

• constant connectivity  

• visual language  

• “liquid communication,” instantaneous impact,  

• ephemeral output 



Characteristics of the Digital Output 
• Digital materials are produced to be viewed differently based on 

choice of browser, application, and user preferences, or perceived 
preferences 

• Metadata may be constructed by any number of parties to 
manipulate the behavior of retrieval systems that use it, rather than to 
describe the documents or other digital objects 

• When the goal is communication, documents may exist in as many 
separate clouds as needed and may be scheduled to self-destruct 
(DSTRUX), or may never be destroyed (involuntary permanence) 

• When the goal is memory, digital archives may be constructed on 
hard drives and scheduled to be regularly imaged (digital estate) 

• The digital documents of persons, organizations and institutions may 
be mingled and undistinguishable 

• Three primary challenges for preservation 



Challenge 1: Reuse 

While any research can be considered reuse, the reuse done before 
transfer to a designated preserver is different 

 

• Reuse is often remix, a practice which results in derivative 
works that substantively change the intent and context of the 
appropriated material.  

 

Social norms are emerging through  

• successive cycles of use and reuse,  

• modification, repurposing, and take-down notices 
(because people upload anything, asking for forgiveness rather 
than permission).  

 



Challenge 2a: Sharing-Individual 

Individuals share profiles for social media, dating, and shopping, 
and any posted material they consider funny or informative.  

• They have a notion of the public web as a place that is 
conceptually in the public domain.  

Our notion of a separation between public and private is 
challenged by movements such as  

• sousvellience (individuals surveilling themselves and events 
around them from the bottom up),  

• life logging,  

• quantified individuals (self knowledge through numbers), and 

• personal genotyping (tracks on one’s own reading/research 
linked to regions/genes/variations)  



Challenge 2b: Sharing-Group 
• Social media platforms facilitate the movement of material 

from one circle of people to another, crossing the public-
private lines. 

• Ad hoc dynamic groups of employees from public agencies 
collectively create bodies of interlinked material related 
to work projects (e.g. gcpedia), or common interests (whose 
ownership?) 

• Small groups assemble the stories of activities and events, and 
change them.  

• Contributions to social media by people, programs, committees, 
or agencies now dead are linked to ongoing, active 
contributions of the living, disappear, or appear as created by 
their successors. 

• Digital lives, activities, initiatives are linked to each other 



Challenge 3a:  
Control and Access-Private Data 

• Massive amounts of data about individuals are held online 
and controlled by corporations and governments  

• Medical records including genotyping or gene sequencing 
data, medical history, prescription and insurance information, 
tests, and images are held online by the medical establishment. 

• Genealogies, factual biographies, all sort of biographic data 
and personal images are available to the private platform 
hosting them.  

• In addition to big data, open data and open government raise 
the issue of traceability to and retention of the source 
records   



Challenge 3b:  
Control and Access-Government Records 

• Government business on social media 

– Customer service 

– Access to information 

– Direct community involvement 

• Government records in social media 

– Public engaging with government re: decision making 

– Public consultation on policies, development proposals, etc. 

– Policy announcements 

– Social media as a primary means of communication/advice 
in emergencies (e.g. earthquakes, fires, etc.) 



What We Must Protect 
• Transparency 

• Compliance (think US Capstone policy) 

• Ownership, authorship, creatorship 

• Identification of records 

• Retention and disposition 

• Loss of context 

• Privacy, confidentiality  

• Jurisdiction 

• Authenticity, reliability, accuracy: 
trustworthiness 

 

 



Archives as a Place 

Justinian Code (534 A.D.) 

“an archives is locus publicus in quo instrumenta deponuntur  (the 
public place where records are deposited), quatenus incorrupta 
maneant (so that they remain uncorrupted), fidem faciant (provide 
trustworthy evidence), and perpetua rei memoria sit (and are 
perpetual memory of facts)” 

 

Ahasver Fritsch (1664 A.D.) 

Archives receive trustworthiness from the fact that 1) the place of 
storage belongs to a public sovereign authority, 2) the officer 
controlling their transfer to the public authority is a public officer, 
3) the records are placed both physically (i.e., by location) and 
intellectually (i.e., by description) among authentic records, and 4) 
this association is not meant to be broken. 



Key Issue #1: Location Independence 

A fundamental issue with keeping records/archives in the Cloud today is 
the distinction between the entity responsible for their preservation 
and accessibility (the archives) and the entity storing them (the 
provider), and the possibility that the jurisdiction under which either 
exists is different from that in which the records physically reside.  

India has imposed a ban on the use of foreign cloud-based email services 
to send official communications, before the end of the year. It prevents 
civil servants from using Gmail, Yahoo! or Outlook.com. Instead they 
would be required to use a service provided by the country's own National 
Informatics Centre (NIC).  

Brazil's president has confirmed her country plans to set up its own 
secure, encrypted email service to ‘prevent possible espionage’. 

Europe does not allow the data of European citizens to be stored outside 
Europe, but has not yet provided an alternative. 

 

 



Models to Consider to Respect the Archival 
Right/Duty in the Cloud 

Maritime rules of shipping center on the recognition of the authority of 
the port state, the flag state and the coastal state 

Early international maritime agreements established that the nationality of 
the transport vessel (the flag state) would establish jurisdiction, and by 
extension, the laws that would be in effect 

Following the abuse of such rule, the port state was given greater control 
to inspect vessels coming within its territorial waters by the Law of the Sea 
Convention in 1982 

Similarly, coastal states through whose waters the flagged vessels 
transit, have authority over the safety and competency of the ship and its 
crews and are also allowed inspection and enforcement while the vessel is 
in the coastal state’s waters regardless of the flag of either the vessel (flag 
state) or its destination (port state)   



Making an Analogy 
A Canadian university could place its archives into the care of an American 
CSP which in turn maintains its data centers in Brazil.  Following the 
maritime example then, the American company would be the ‘flag state’ 
that would be ‘moving the goods’ through ‘coastal states’ to their ultimate 
destination in the ‘port state’ of Brazil.  

This picture is problematic not only because the Canadian University 
owning the archives would have no jurisdiction, but also with regards to 
the rights of the coastal state, in that the ‘pipe’ used to move the records 
can transit through several countries (coastal states) as they are routed 
along the way.   

Traditionally, ‘coastal states’ have not been granted access to inspecting 
packets of records as they move along the internet. The rules of conduct 
then become very difficult, if not impossible, to enforce by any of the 
parties involved. 

As they are, maritime rules would not work in the cloud environment. 



Alternatives 

The territoriality principle is not applicable because it is not possible to 
know the location of the records at any given time 

The nationality principle is not applicable because nationality is an 
attribute of persons, not records, and the principle cannot be used to 
connect persons to records 

The power of disposal principle, which “connects any data to the person 
or persons that obtain sole or collaborative access and that hold the right 
to alter, delete, suppress or to render unusable as well as the right to 
exclude others from access and any usage whatsoever” can be considered 

By analogy, it could be possible to consider a power of preservation 
principle that assigns jurisdiction to the institutions controlling the 
archives as the trusted custodian and the place guaranteeing authenticity, 
but jurisdiction with responsibility without custody defeats its 
entire purpose, even in a community cloud 



Key Issue #2: Records Trustworthiness 

Authenticity 
 

The trustworthiness of 

a record that is what it 

purports to be, 

untampered with and 

uncorrupted 

      based on: 

• identity 

• integrity 

• reliability of the 

system containing it 

Reliability 
 

The trustworthiness 

of a record as a 

statement of fact, 

      based on: 

• the competence of 

its author 

• the controls on its 

creation 

Accuracy 
 

The correctness and 

precision of a 

record’s content 

      based on: 

• the competence of 

its author 

• the controls on 

content recording 

and transmission 



The whole of the attributes of a record that characterize it 
as unique, and that distinguish it from other records.  

Authenticity: Identity 

Identity metadata: 

•names of the persons concurring in its creation 

•date(s) and time(s) of issuing, creation and transmission 

•the matter or action in which it participates 

•the expression of its documentary relationships 

•documentary form 

•digital presentation 

•the indication of any attachment(s)  

•digital signature 

•name of the person handling the business matter 

 

 



A record has integrity if the message it is meant to  
communicate in order to achieve its purpose is unaltered.  

Authenticity: Integrity 

Integrity metadata: 

• name(s) of persons handling the matter over time 

• name of person(s) responsible for keeping the record over time 

• indication of annotations made to the record 

• indication of technical changes 

• indication of presence or removal of digital signature 

• time of planned removal from the system 

• time of transfer to a the designated preserver or destruction 

• time of access to the public 

• existence and location of duplicates outside the system 

 

 



Metadata in the Cloud 
 
how does metadata follow or trace records in the cloud from the 

creator to the preserver? 
 

how is this metadata migrated as a preservation activity over 
time? 
 

who owns the metadata created by the service providers related 
to their management of the records (integrity metadata)?  
 

 Is metadata intellectual property? Whose? 
 

How can this metadata be accessed by the public and what are 
the responsibilities of the provider towards archival users?  

 



Transparency, Stability, Permanence  
Transparency: 
• An unbroken chain of legitimate custody must be possible and 

demonstrable 

• Records reliability should be inferred from known creation and 
management processes 

• Records authenticity should be inferred from the documentary context 
and a known preservation process 

Stability: 
• There must be a guarantee that each record’s context is defined and 

unchanged, with all its relationships intact. 

Permanence: 
• Retention and disposition plans should be integrated with migration 

plans 
• There should be no risk of termination of contract or provider for the 

archival cloud 

We do not have to renounce the archival mission to preserve today’s digital 
heritage. We have to frame it differently. 



Focus Groups  

• Envision a scenario that allows for the archival 
acquisition and preservation of personal and/or 
groups records created and maintained using one or 
more commercial provider 

• Envision a scenario that allows for permanent 
preservation of public records in a commercial cloud 
environment  



A Preservation Cloud 
• Creators would have the option of including in the contract with 

providers (digital estate contract) the transfer of selected materials to 
the preservation cloud (archives, library, museum…) maintaining the 
existing links (also if the provider becomes extinct) 

• The preservation cloud would enable all the preservation functions in a 
framework of distributed responsibility 

• Documentation of context through description would allow 
preservation of meaning, providing a collective authentication of the 
materials and of its relationships, and ensuring controlled and accurate 
access 

• Collaborative work with industry and businesses to design 
contract models that support acquisition and preservation has begun: 
e.g. the business provides account administration, installation, server 
administration and user technical support; and the preservation network 
provides fee-based server hosting and digital object storage service.  



The Naked Cloud 

• A minimalist approach to cloud: just a few simple services, such as 
storage, computing or databases. In some cases, it has the ability to 
get down to the primitives of the platforms, without going through 
layers of application program interfaces (APIs) and management tools 

• Hosting providers: same as using a server in your own data center, 
only that it's located in a hosting provider's data center.  

• Managed services providers: they manage resources on your 
behalf, maintain the platform, put specific services into production and 
manage security and governance. 

• Specialized cloud services: substitute virtualized cloud services with 
a dedicated server environment. Examples of bare-metal cloud 
providers include Internap, SoftLayer, Rackspace, Liquid Web and New 
Servers (also known as BareMetalCloud.com). 

http://searchcloudcomputing.techtarget.com/opinion/Simple-cheap-IaaS-helps-crowd-ecosystem-grow
http://searchexchange.techtarget.com/definition/application-program-interface


Why the Naked Cloud? 

• You want to control the platform, and platform services, using 
direct and native access. The larger public cloud providers 
typically don't allow this. 

• You have more control and can manage naked clouds in a way 
that is more cost efficient for you than the big public cloud 
providers  

• This works when you need to use resources for long periods of 
time and when the resources don't need to auto-scale 

• The naked cloud provide better performance because you have 
direct and unimpeded access to the native platform. As a result, 
you're not in competition with other applications or users for the 
same resources, and your application should be able to run 
faster and smoother 



A real life example 

The Council of Prairie and Pacific University Libraries (COPPUL) is 
piloting a cloud-based preservation service using the Archivematica 
digital preservation system. The service is offered to COPPUL 
member institutions that wish to preserve digital holdings but are 
unable or unwilling to install and manage local Archivematica 
instances. This service is a joint effort of COPPUL, Artefactual 
Systems Inc. (Archivematica lead developers) and UBC Library (the 
cloud storage provider).  

 

COPPUL is responsible for promoting the service, signing up new 
institutions and seeding the one-time set-up costs; Artefactual 
Systems provides account administration, installation, server 
administration and user technical support; and UBC Library 
provides fee-based server hosting and digital object storage 
service.  

 



Preservation As a Service for Trust (PAST) 

InterPARES Trust is modeling preservation online using UML 
(Unified Modeling Language)  

In order to prepare a reference baseline, we are working with the 
Object Management Group (OMG) to develop an international 
model of Preservation As a Service for Trust (PAST) detailing all 
the functional requirements that providers must respect. 

Preservation - The whole of the principles, policies, and strategies 
that controls the activities designed to ensure materials’ (data, 
documents, or records) physical and technological stabilization and 
protection of intellectual content. 

Digital Preservation - The specific process of maintaining digital 
materials during and across different generations of technology 
over time, irrespective where they reside. 

This work is in the Control Domain of ITrust. 

 

 



InterPARES Trust (2013-2019) 

The goal of InterPARES Trust is to generate the 
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